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1
Decision/action requested

This contribution considers the privacy and security threats related to network slicing information and possible solution approaches to provide privacy for network slicing information. We propose that SA3 take into account the information in this contribution in preparing the response to SA2.
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Rationale

For network slicing, SA2 has agreed on the definition for NSSAI (Network Slice Selection Assistance Information) – see clause 5.15.2 of TS 23.501 [1]. The NSSAI is a collection of S-NSSAIs (Single NSSAI). SA2 definition of S-NSSAI is copied below for information: 

“An S-NSSAI is comprised of:

- A Slice/Service type (SST), which refers to the expected Network Slice behaviour in terms of features and services;

- A Slice Differentiator (SD). which is optional information that complements the Slice/Service type(s) to allow further differentiation for selecting an Network Slice instance from the potentially multiple Network Slice instances that all comply with the indicated Slice/Service type. This information is referred to as SD.”

As indicated in the LS from SA2 [2], NSSAI/S-NSSAI (or parts it) may be included in the unprotected initial NAS registration messages and the subsequent NAS messages. In addition, it may also be included in the unprotected RRC signalling, for both initial registration and subsequent NAS procedures and when the UE transitions from IDLE to connected mode (in order to aid the RAN in selection of the serving core network node).
Security/privacy threats of including NSSAI related information in unprotected NAS messages:

Firstly, including such information in the non-integrity protected NAS messages shall be avoided – otherwise, an attacker may manipulate these information to perform service down-grade (or bid-down) and denial of service attacks.  

Secondly, including such information in non-confidentiality protected NAS messages compromises the privacy as information about the slicies that are being used by the UE/user is leaked. While such privacy may not be needed for all slices, access to some network slices or slice types that are considered privacy sensitive requires privacy protection – e.g., access to public safety related slice(s), enterprise or dedicated private slice(s). 

Solution approach to protect NAS messages:

For NAS messages, one possible solution approach to provide both integrity and confidentiality protection for such information is by enhancing “Solution #1.37: Protecting the initial NAS message” in TR 33.899. In this approach, the initial NAS message is ciphered and integrity protected, which may result in AMF relocation if the initially selected AMF (e.g., the default AMF) is not the right AMF to serve the requested NSSAI. The enhanced call flow (with step 4a where AMF relocation procedures are executed) is shown below: 
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Figure 5.1.4.37.2-1: Protecting initial NAS messages

If confidentiality protection is not needed and only integrity protection is required, then another possible solution similar to the solution in clause 7.2.4.4 of TS 33.401 [31] (where the hash of the entire NAS message is included in the UE and replayed by the AMF to the UE after security is activated) can be used.

Security/privacy threats of including NSSAI related information in unprotected RRC signalling:
Similar security and privacy threats as to NAS messages are also applicable when NSSAI related information is included in unprotected RRC signaling messages. Therefore, including NSSAI related information in the RRC signaling should be avoided when possible and shall be avoided when privacy of such information (e.g., access to privacy sensitive slices) is required. 

Solution approach for RRC signaling:
If the UE is already registered, it is sufficient to include only the “globally unique temporary UE identity” (e.g., 5G GUTI) assigned by the AMF in the previous registration in the unproteted RRC messages and not include NSSAI related information in unprotected RRC messages at all. If the RAN is unable to select the AMF from this information (e.g., due to UE mobility), the UE can always fall back and perform the protected NAS message procedures.

If the UE is not registered but privacy of the NSSAI is required, then RAN may perform initial AMF selection by selecting a default AMF to establish security and then perform AMF reselection after security is established. Another option is to perform initial AMF selection by only including the NSSAI that does not require privacy protection in the unprotected RRC message and then provide the protected NSSI information in a NAS message after security is activated. This may result in the initiallly selected AMF being changed.
Both solution approaches have the downside of performance overhead when AMF relocation is required. It is a tradeoff between performance and privacy. 
4
Detailed proposal

We kindly request SA3 to take into account the information provided in this contribution in preparing the response to SA2.
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